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(54) CIPHERING AND DECIPHERING DEVICE, AND STORAGE MEDIUM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide an algorithm more efficient than a simple 
three-staged DES-SS and also resistant to a difference attack and a linear 
attack, although it configures a single encription algorithm compatible to any of 
DES, triple DES. and DES-SS. 

SOLUTION: This device is a ciphering and deciphering device 10 which ciphers a 
plain text 21 into a ciphei — text 22 and/or decipher a cipher-text into a plain text, 
and is provided with a 1st ciphering and deciphering means 1 1 for processing by 
ciphering or decipher processing, a 1st substituting means 12 for substituting a 
data for an output of the 1 st ciphering and deciphering means according to a 
substitution table, a 2nd ciphering and deciphering means 1 3 for processing an 
output of the 1 st substituting means by ciphering or deciphering, a 2nd 
substituting means 14 for substituting a data for the output of the 2nd ciphering 
and deciphering means according to a predetermined substitution table, and a 3rd 
ciphering and deciphering means 15 for ciphering or deciphering an output of the 
2nd substituting means. 
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#5:sr¥3:ics^-r5ffifa^ST'fcoT, 

slESg 1 ©BB*{fc#SroUia«:BfJ£©BB*fc J: 9 x 
-*Bft-*-S& l ©B&¥IS:£ « 

iME»i©B«#a©ttirtic*tu fl£-§-&axi4«^*& 

mmm 2 »BB*{fc*aroHi*«:jfr£0>B**fc <£ 0 =f 
-9®&tz>'%2tom&Wi.t. 10 

a £ff 5 * 3 (7>«ta*fb^fk t £B x. r 1 i -t 
45it 1 E*ron#«-§i£m o 

bi/kiiweb 1 s.t>*^ 2 ron*#a*ix-e*ifc-s-x. a* 

M«*4j«-f'5«±**a«:«x.4ii:'blw, 20 
rnllE^ l Xtf » 2 ©BB^Btt:. huE££j*3M&#4$ 

Bfc LT«B-*-5r£«:B«i:-*-3»#SlXtt:2E« 

[«*«4] BEBlXtf:mB3<&B*tt*{fc:#B 
14, buE££/&^]£^£$; Lfc«f IWBfcflf*©* 
£ftT^5t#iai, BEB2<OB-*«*fl:^aiH- 
<DT A> =t !) X A Cft ? t tt 5 Z t *W®L t -T 5 IS* 
B3E«<&B«*BB. 

[»**5i KHB» 2 oita^^iktt, inr££i& 30 

m^tm&n otz ^t^immzmm-z z t 
» t -f 3 x»4 4 EBoBg-iH£B. 
[»*JS6] fifea^^ii, stiiEB i rub 3 <d 

B#«*ffc#afcfl-©*WB*^;iSr ifcBBil" 
5 W*g 5 E«©I*«^&B. 
[t?f#Jl7] HfjEBSuS^att, 9uEBlRtf£2© 

5 GBottg-fHgfl. 
t, 

mmm 1 wBS«#fk#a©tb^s:^coB^«ic«t 9 f 

- * B& $ * 5 fS l <nm.&* a i , 

HMiEfu ©B^#a©m^ic»t, B&^&axiss^ja so 
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BufES 2 rout «-SHk3MS:©iii73 ?rff<otMic iof 
-*B&£-tt5fS2rofi&^at. 
BE»2<&fi]MMit©HJ;rj|c:#U (f*ftlXH«t« 

a^ff^-tt^g 3 ©ita-^fk^a t 

£ Git L fc a v tr a - * SS^Si 9 pT B* E«&#„ 
IB** 9] BuEmi, »2Xtf»3©«rtt*fl:#» 
BtffcBEB i RtffH 2 roBB*»**i.«xfc-*;ta* 
ffl B ££f£ S * 5 ££)S?a Zffi x. 5 1 1 1> ic, 
H4EBiau { »2«)Bft¥a&, SuEB^fife^a^^ 
S*tfWBlc3f«wBB^*ixrv^5i:§lcH:fiB 
BBt UT«BS*6wi«:B«4:i-S»3Ml8B««) 

[BBoBMftKBl 

[0 00 1] 

[BWo«i-«ftflf»B] wWBMttuffB^StB&VE 
ttBff. BKS«B^ny^it*fcJ:9BB%«^fldf 

[0 0 0 2] 

[B*oa«] ifi¥©f+s«a{fs«<o^a(c#vN, a 

*o«B*^^AH]Mli:LTa«*n, *fcBB$ix 

77 4'<*s-z&nirzitto\zftni£^?r\k-rz>&m&. 

^BS 51 — 108701) 5:^1/^5 C t X\ BBWBt^- 

[0 0 0 3] L,A>L.&#P>, DESM (WT, *I-D 
ESt^p) 111 9 7 0^ftl-BBSixfcB*T/i'=f 

LTtt, 5 6 f y F^fiSBwBauBB^BaDB 

Hi 9^©J:V>^?!:S (E. Biham and 
A. shamir, "Differential Cr 
yptanalysis of D E S — 1 i k Cr 
yptosystems, " Journalof CR 
YPTOLOGY, Vol. 4. Number 1, 1 

991), wm& m#x. DES9g%(»mmm& 

(I) , Vg^ttnm-tlc^-'JTj >>^v?r7A, 199 
3) Qfr&btlX^Z. 

[0 004] Z<D£ot£#;tilfrt>mzij:<&Rl,X^Z> 

[0 0 0 5] M) //UDE SliBf-^fkSrff ?©ICDES 
?r3[H]iiffl1-2)*^T-fo , ?, 2o©SOTU, Bl 
IciSB^-fb, £2 Bi«cJ:5flf#<k. t 

ym^it&fi o fcrox-fes, hy^DE 

ST-I1DE S©|i^2offlV>5C0T-il*OBll5 6 t'y 
h-C*>9** $ t>. ^®W^B<7>ft^(4l 1 2 fcTy r-T'fc 
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Zk%z.5ZbfrX'i<Z>. 

[0 006] U>L, hy^DESIiDESlraiHlff 

[0 0 0 7]-*-, DES£3$< LXi) h-tZ&kZPt 
frtLT, DES-SSJS 0-11602 
9) i^f>iiTl^„ 

[0 0 0 8] DES-SSM (J£1T\ SifCDES-S 

DES0>££tt£iS»-t<^5„ DES-SSW® 
It-liD E S irlttSE-f £ £ GHScOjaS^lfJD LT<^5 

[ 0 0 0 9 ] £ <b lc x hy yyUD ESi ligft U56t' 

1 1 2t'y hT'fc-Sfc*, 9 5fc£lc*fLT 

[0 0 10] DESW5 6 f ? hcoiil±8 f -y h<D^y 
T^t'yh5:tK)t6 4t*yFT-ijn5. DES-S 20 
S T'li, fi<75±<£ 6 4 t' y Y b T& 6 4 t' ;/ h CfiS 

T-fo5^lc:i±> de s il^i:ffi£t6££fcri£^tM& 

::;fc,|Cj;9DES-SS£#1-5ll£«#2£gT-fi> DE 

[ooii] :»de sift*- Koj^JHi, m<o±GL 

DE S-S SOtoDESIft*- K£*ljffl-T5r tic 
«fc*K 1 OWilTif ^3£gT* 2 OWR£-SHfc£tT ? ZbtfX 30 

iggm«£/h£<T-#5i^m&^#>5o 
[001 2 ] 

[5§^»&LJ: 9 i:i-5^H] ±!SLfcJ;5l^ DE 
S, Fy^DES, DES-S S {Zit^tl^'tl^Wf b 

^t$#£-f£i-ji;< #oTI^5 - DESIiJE 
<#£l.-0^ ;:,!:> Wro*1f ^^x-^^-ti-tttf^ DE 
s&u^ojSfflBg ^imffib <7>S&tt£&t{£ loom 

TtT^5 0 40 
[0 0 13] LA 1 ^rott^W^miCfcfcoTli. Bb 

[0014] 0iJ;LliD E S - S S £ffll^ft(f . DESi 
•3 &±X h y 7*/UD E S «fc "J «fc I Mi£-§-{t:£tT 9 C 

i^T-#-5o i:t'DES-SSlrffl^thy^DE 
S £SSM±W*>$lft**«Ji&l,.fc 5 b?Z>®-&Z2>i- 
5. DES-SSSr3Si*a5wtT-hy7'-'WDESt 

[0 0 1 5] DE S« h y y^DE SSl/DE S 50 
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-ssofpjnt^^vKMSc^Jffl u r i:*it<D4£Lg 

3§v * i: t ^ W&ZW o TV ^ 
[o o i 6] roi 9/iHtS^#«LT/f$ 

iXtzk<DX\ DES, hyy/UDES. DES-SS© 

b (0^7*=! y 5^ 

miCDES-SS£3!£fita5£'9?;)i3 5 zI>s t fc<. 

g&t* fES<£#£Ji«i- hzbzsmbi-z. 

[0 0 17] 

u ^x^w-x^^-th^wmmxh 
■ox. m^mxim^m^rfomi^m^it^ 

b, ^KOBf^^gcotti^^S^SftaicJ;^^ 
-*g&-T5i&liDe&3MS:i:, B l wg&^&cDffi^ 

&b. ^2roBt«-^-^g<7)ai^^Ff^wsm^ic«t'9 

[0018] *^B^(i- £><£ j t£^m^Wi^tz<DX\ «• 

Bt«#ft^©cDrt^&o:«-{tm^gro^ffl*ii^iss-r 

Z>ZbX\ DES, h!)7'/UDES, DES-SSOf 

-<xi:Sft^#-roBt-§-r^=f y x^m/si-aa*. m 

(C D E S - S S £ 3 IfcSft 5 i <9 ®}mfc X f t> W 1 1" £ 

^WB«*lc fc3*^7^=r y XA 1 1" 5 - t ^T-# 5„ 
[0 0 19] It*il2(c^1-5^0JI4> 

i icjpffS-r^MWictJ^T^ mi wffta^t:^tm3 
a?i wa^©i^2cog^ 

sta^gx-fo^, 

[o o 2 o] $%Kii;roJ: 9 ^^S^itfcror-. <t 
[0021] ftic, iM3i;^t5fieil 

lXtt2fc»J6-r5*WI-*it^T, SI 1 . ^2S.Ut^3 

wfta*fl:*aafet/tciB 1 Rum 2 ©a»^a*n-en 

{C. ^lSU«m2(Ogft#g|i. fttiSft^Lfc 

[0 0 2 2] **Wtttw©J:9/j:¥aS:»»tfc«>-C. !B 
lRO<m2(75gft^glc#x?.fF B 1liwrtS$r^J^-r5 
:it\ DES, h y //i-DE S^^S^*- Kir-en 

5o 
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[0 0 2 3] fclc, n*&4\ZM&-fZ%VJH*. W*9 

[0 0 2 4] #3§Bjm^<£><i: 3#3MS:£K:t7fc<aT-, S 
&ZtX\ DES, hyy/UDES^WZ^-KI-tJ 

[0025] 5 {cnm-rzftwte. if io 

ir^tClia^g^HtTL. S 1 XVS 3 (OfH^'&^it 

[0 0 2 6] ^B^IircDj; ?&3MS:£|§:i7Jt?>-C\ £ 
ICMJ^DES^DES, DE S-S SP^(7)^)»3# 

[0 0 2 7] ff*3l6^^i-5MBJli> 

[0 0 2 8] ^B^tircoi o tt^&$:®rttL<DX\ m 

[0029] fti-, fi^Tfc^-rsuBJii, 

5lc#j£-f S^lcfci^T, 8£fiJc3M§:(4, 

2 0Bf^«^b#S, XI4, ^2SU t B3WBt^a-^<t 

^Sl^-TA^' li XA £ & *) ri>o[5]-Bt«-5§-^£f£ffl 

1- s t tt 5 * n s * * x. 5 ft a a t- $> 5 . 
[0030] *38Wiir.<7>j;p<c#ssr»:»tyt©T\ & 30 

SICDES^DES-S SSrHai--5wt^-C#S 0 
[0 0 3 1 ] W**8»cJt(£:i-5^BJii, §s#5 

[0032] r©is»jei^e>§!^m$ixfcyn^7A 

K«fc 9 8»£ii3 3>'fcr 1 <75B£ *g-§-=g 

at LT««H-5. 
[0 0 3 3] fcfc, W*«9li»(S-r5«Wtt. 

A*rE»LfcE»j«*-C*)4. 40 
[0034] :o8«|#i>fe|[*|ii4Jift^D ^7 a 

at Lxmm-tZo 

[0 0 3 5] 

1 wHlfiwjKJB) m 1 t4#$g^<ns 1 
[0 0 3 6] wOitttHHSKi oii, Kfi. JB2, S3 

at a^-fta ii. 13, i5,si, S2 a&&asi$ 1 50 
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2, 1 4tW:«^^rv'a-/l'9il 6«r«;tate* £-« 

ihsbi i~i 6zm®-tz>m®$i> (a**r) 

[0 0 3 7] - - T\ 2 1 £S 1 ljF«#fl:« 1 1 K. 

A*U JfflMU&Ml 2, sB2*(a^tai 3, s 
2 e&&asi5 i4, 13 B§a#ita5 1 5 t mm*m*>x 

»*X2 2**3*tt*fl:»l ±.Kk$Z)j 
[0 0 3 8] Sfc, «F«#£Bl Ott. ^-K!?i76*) 

tcfic pu^ * y m*m*mM*ii>bmfiLtsiist>9> 

X'hZo #Mte»l 1-1 6l4Z©tm«B**SBfSw 
l~l 6fi/>- K»^r»«ii: h^^T^jgco^ 

[0 0 3 9] J5fc(C, ±K«-«M&8 11-16 <7>«J#lwO 

[0 0 4 0] *-f, S^v^-Agpi 614, ^HS^b 

1-1 5*»e>ft5^-**#«l;:#i|iq-1-5. 
[0 0 4 1] ttfiggffl 1-1 5^f,)i5f-^SM 
(4, 6 4 hA^jm2pjc2 lXtt»t#S:2 2?r, 8* 

IM4«#L. Jff)St5»t^2 2«L<im2 1iL 

x&tii-Zo 

[0042] r r x\ Si Bta#sc 1 1 (4, des-s 
snf-fmmkftwtmtii&m*.* ft2i^ 

mTx-vti^fc&mk LxtDmw&mz'mK mjj&mi 
m.&<&mm 2^A^-rs„ iMK, sia^ssci 2 
^^•^A^^ii^yv 5 ^ — /use 1 6 frh <r> <p ramx-'ig.^ 

tz.rtt£<r>X\ WTCOM^gPl 2-1 5WfftBJ(Cfc^TI4 
l 9a^^o^TI4=S' , BS-r5o 

[0 0 4 3] Sfc, rcoSlB£«-*Hi5 1 1(4, DES- 
f»Bg-T6. fcJb\ DES-S Slco^Tl4S2 WUffi^ 

[0044] si am*aaaj 1 2 »4, s 1 Bta**aa*B 

1 l A>ibA^$ixfcx-^lcoiNT, ^r B i8s.t>*am^ 
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oO>6„ *{£ffl#ffi©^liA^T-?£*©£;£tti 

[oo4 5] n 2 lis&ftyisisi? \cm n zmttmm io 

[0 0 4 6] - (75 £ 5 M#St*&UM5W© 
({SO (CT-t^RicS; (^xtfWRBfrGF (2 ■ 
8) ±.X-m£2>1&£. (x'8 + x"4 + x"3 + x"2 
+ 1) Irffl^tx ' (-1) £ff|?T?> ; """I4HS 

[0047] /.c*5, #2iife^fi(d:fc^T^#^i2.S:tfi& 

<D2feUTT*hZ>Zttfm*^\ r ;T*8 f> hCD# 20 
£"C*>iltf. g#W©Si®ffil±4/2 5 6f$)>), H 
Jgfil^roSSttlil 6/2 5 6T-fo5= 
[0 04 8] &I.I JS 2 Bf«-*HI;SB 1 3 (4, D E S «t- 

(cA^-f^o ftfc, ^ ;tc4olt5«jf«! ; Sl±B|f^5:2 2 

5fc*<D^&g-r-fe5. i2i-¥S:2 i 

1" 5 #> IC (4Bf ft $ ft 5 0 

[o o 4 9] ^2S^fea§Bi 4i4. w.iwWk&m.m 30 

[0 0 5 0] IB 3 1511 D E S - S S »t~ 

SB 1 5 tDES-SSWfllJ&Sr^-rscD-e, iS^v 1 ^ 40 
DESi LT«H^-f5 0 

[0 0 5 1 ] &lc, £JLLroJ: ptiS^$ftfc*||ffi^ 

[0 0 5 2] CWBt^-§-^g|CtiV>T»4, S^v^- 
/u»i 6*»c>w«t>W*-J:9. *i. SB 3 Bf 
11, 15^ " DES" , " DES-SS" <Offitl 

*\ ifc*i, »2itift«a®i 2. " fe 

o-c^$„ z\tiiz£<o&mm&i i~i 5<otfeffi«a^ 50 
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[0053] 13 ii&«iiasw:t*iBi&^fc>tf ©#J£^ 

[0 0 5 4] l^mi^io^T. *1\ »1, S$3l&aMHfc 
SS11, 1 5&DES*~K{.:U S&l. S&2M&&3I 
SB 12, 1 4£*{£ffl<*>#flg«ci-si tile, II 1. SB 

2iete*ft:»ii. 1 3\zm%-tzm*:m-\c-t?>b, 
mm^mm^mtD e s d i 5 at m^-mmt ft 5. 

[0055] w*i«t. SB 2 rtfa*fk» 1 3 2 1 <d 

1 1 tWHfc£ftfc?*-*#JB2lfctt*fc»l 3(CJ;o 
T5c<75¥5:2 1 icMoTLS 3fcS5T-fc5„ 
[0 0 5 6] JSfctd, JRl, J(S2, *3«Ftt*{fc;»l 1, 
13, 1 5SrDES^~ KKU fl, ^B&ftiSSB 
12, 1 4$r*«ffl^ffii:i-5i:, hD^DEStl^ 

m^DEsti, w-xzmKomx- 
«hhisu *©aa**2©*-?tt#u $^(c^rotH 

a#<b»l 1 #±E*tD©l*#fl:«:fi3 U *2flF«# 
{fcSBl 3^ft©(S^-SrfiaL, SB 3 flftS^fcaJ 1 5 *s* 

[0 0 5 7] SB 1 Bf a-SHfcSB 1 UDES^-K 

CU II, !2liMail2, 14£*ffiffl#lgi: 
■fSiifcfc, SBl, Sg2Bf«^fcSBl 1, 13ICIH]- 

(om^m-ri, tDEs-ss^-Kt ra-wjRt&fcfc 
a. ±8Eo»#tra«t. sBi. m2s§m^<tm 1, 

1 3 rofttaiiS VMCp*,r«L-g-oT, ¥3C2 1^|g3Bf 

[0 0 5 8] W±7)5*Hli^ffi(7?fita-§-Sg 1 0 CD*-r 
5DES, MJT'yl-DES. DES-SSS^-KT' 

[0 0 5 9] IB l , IB 2 B^aSB 12, 145: 

^•ftSrtf o*- h'ttti. «TC»lWi-5«-»&j±, IB 
1, SB2B&*Q.JISB1 2, 1 4|rttfflT5'bOT-fc?>. 
[0 0 6 0] flitfjgl, IS 2, *3l*-?-ftSSl 1, 1 
3, 1 5T^<T£ ^-y i't/KO*- K (DE S- S S> 
DES. DES-SS) T'&ffl Ltz®& (HI 3 : -"5^- 

y i ) , y t'/wd EstDEs-ss ^ffi^-g-^-a-, 

[0 0 6 1 ] Z.(Dm-&. DEStticm-tZyt^h'® 
&<nm 9 51 L Id «t 5 T - ^ D E S - S S (Oft t^fi 
T-+^lcff;bn5 1 1 tic. #*HIIB]-Cg#tt*»lfl» 

[0 0 6 2] ifc. SSI, *3«FtS#{k»l 1. 155r 
DEStL (13 : /<^->2) . ^^»^^^©K 
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ffiit&mzx piers:: tfsitgr-foSo 

[0 0 6 3] mi. JB3«F«^k«Bl 1.15 

K>-MDESH> fiSMDES-SSHT'??- 
VI 2 ©tWIWfcflF-JS-ira:: t t,^tgT*fo 

5. 

too6 4] ifc, ±e«-^<^->©»^^. 

fcffllll. 13. 1 5lc#x:SSI(Dm^-g-^-y:^^l!L 
T 3E id* obs t -f 5 r t a* f # 5 . IJHx tf «sa 

^{tttll. 13. 1 5f<-CICft<cSJiSr4^.5, Pt 

1 3lc|e]-W»£4;L5. «F«#ft:»l 10 
1. 1 5izm-ff>m&*3-Z.Z. Bf «-5§-{fcgB 1 3. 151- 
^-©SiSr-^xiS. BtH-JHtSB 1 1, 13. 1 5-f^T 

[0 0 6 5] wilP,»i, Bf«-*ft3gg 1 0 (Dtimm.*) 

[0 0 6 6] ±j*Lfci5lc, *&Wn$kMmm\z.<& 

sBta^gii. n, «2, jB3«ff«#{isai l, i 

3, 1 5«r»lt, #fti318SW»f^*-KRt/4-*.5««: 
j£S3EHT'£3,fc ?l£Lfc©T', DES, hy/^DE 20 
S, DE S- S Sfflf^TiSM*- roBf-^-T/l'^y 
XASrflt^1-5/45, DES-S S£3l£S;te-5<fc ASS* 

[0067] s fc. *%mMM<Dmm^mm ion, g 
errata*-?* isi«a*-^s»a*tp<oi^- 

LK*B Lft%&Zi:')®mizi-ZZttfX' 30 

[0 0 6 8] ifc, **16^<iWlSeT-|i. *-W7^ 
=ry XAfa^roBf^-^Srttfit-Cf 5©"C\ 

WSjg^- K*^T©&gfg;fi©£fl:»aSCT<£fflr 
(3SW<&*2©3SlfcK>#ttO *l6*»ffi-cH:. miroU 

iimi<onmMmtmmmi$.£tiz>tk. &mmm 1 40 

~1 6l;i:fcft5M&5^ffi#J^£ft5t>©T-fo3o 

[oo69] *ntejg«ioBt«^g 1 0 ii, mi ic* 

5o KIT, l~16©Wl^t5. ft 

5. 

[ft** -n,au 6 sr. 

-/i^SCl 6lCO^TlftWr5. 

[0 0 7 0] ®4l*8x^^-A^©£{fc18j$§:^r 50 
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[0 0 7 1 ] (SlEIIC^rJ; i7*^a-^Sl 6 

2 5 6 t'y hro«**K*:5olc:#«L#U** 
*3 2, 33, 34, 35, 3 6 lct&*flr 5##lgl5 3 1 
t, U-^X* 3 2~ 3 575><b5 6 fc'y h©&tf$B£B?!±5 
L^H^i£^fefiUT6 4 f 5/ Hcr5lt*Cfll«3 7 

v/*.* 3 6CQf*3Sa>ib*!iI3&K 1 , K2, KSMtfICK 
K 1 K 2 &%iri?ti£.ffct 5 D E S - S S Six >r 

v 7 ^-— /UgB 3 8 . 3 9, DESH^^v>3.-/U*B4 0& 
tffi&fflSx-5rv^-/i/gB4 ltfttttfeii, 1^^-^^ 

[0 0 7 2] ::t2 5 6 fy h©8fa$ai±. ##!&3 
ll£ioV>T5 6 fy YfrhteZ 4o»^d .y^ B 1, B 
2, B3, B4i, 32t'yFroio©yo7^B5l: 
SHMSiv tWiii'^? 3 2~3 6tciE1g£ixSo 
:L©#&0>$MM©tt2Ftt» 2 5 6 tfy h£fc«a»?>)B& 
5 6 t"y hoo^ ttJLT^riX-eiXB 1 ~B 4 t U $ 
b\cMi'&<7>&'0 3 2 t'y h£B 5 tt5t«T'S)5„ 

[0 0 7 3] ^Dy^BlA'^Dy^B4St 

« 4 OC^P y ? li^rft-eft&^&ggB 3 7 \ZXt> £ 
Jv -Ern^nffi:^eg^tC<toT6 4 fc'y Het£A$ft 

[0 0 7 4] in 5 iz&Kfcm&m-Mzm-fmx'tbZo 
[0075] mm n$tttfmi>* bta^t-y v\cnmLx 

fc'y h t LTOi&sm^axS:: i£*rt. 
[0 0 7 6] y ^ B 1 L/c 6 4 t'y h 

©ii/n yy-B 2&t£*l-fc6 4 t*y h L 
fcl28 hWSitt. ft 1 1 1 ^0>«NB«K 

1 STtiWjraDE S-S S&x^v ? =.-/l'gB3 8ICA^I 

[0 0 7 7] Sfc, y^B 1 ^Lfc6 4 ty h 
roii^n j/i' B 3^Lfc 6 4 f y hW^^iS^L 
fcl 2 8fy hroUli, ^3Bta^-SSl 5^©fffl»K 
3^tii^r'5DES-SSax^v 5 ^-/ua53 9(CA^I 

[0 0 7 8] ±fc, 7'o7^B4?:t*Lfc64t'7F 
CD@li, 9 2 Rf (8^8(1 5^©tf>W«K2S:a*r5D 
E OlcA^I^ixS. $t>lC N 3 2 

try hroyo^B 5iite^:tbg$ix5rt/i<g^ffl 
^^^> ; ZL-^S|54 KCA^I^ixS,. 

[0 0 7 9] ±IE#^x^v ; ^-/l'lfB3 8-41©? 
t>, D E SS^^v'a — /l^p|5 4 0 l±— ^6*)?iD E S I- Jo 

■C. B»ttlM«*ISL. WT, DES-SSi^^/a 
-^3 8, 3 9&tfe&fflax<5r^=.-A.au 1 ICO 

^Tssiwra. 

[00 8 0] I26ISDE S-S SHx-^^i-zugC^S 



(7) 



II 



[0 0 8 1 | 39 

(4, A^v^-zUglU 5, B*^v^-A-I$4 6Sl/ 
FG&A^£/£SiM 7^bM^n5 0 fc:fe\ FGffi* 
®£$S{U 7i4&7*>-K 6S) CSffLT 

(l^n^ix^lS<7)^7!)^^nTV^5 0 4*5, flF#w* 

[0 0 8 2] &^teB^3 7^t>A*Six5 1 2 8 fcfs/ 10 
h(7)g|C09^, #yo>^B 1, B2^L<(j:B3[:» 

[0 0 8 3] A^<ri/a-;^4 5ftU«B^<r^a-;l/ 
£(U6f4, A***tS«*JI*9. *fclt*:««:±«i" 

[0 0 8 4] ::t\ DES-SSffltDESfflWfW 
»£:fcttSt8*j&WU DES-SST1j:DES^»$ 20 

[0 0 8 5] 126 tctsltSA^^v 5 ^— 5MB 
^^ya-/l^34 6m f7H«ffl4 8A, 4 8B 
#*NI«K 1 /K 2 S:^*-r4fcif)<0««S:Ul*i-5. 

[0 0 8 6] r~T*£1\ A*^^— /UgB4 5 60tfj/ 
h»JR»4 8AI4 % FB8»«:*«iFKlS:ttJ*-r5i:t 
(c, 5 tr y hc^HA 1 Srttl^-r^o :w5t"yh^)iA 
1 ttM*tf IT y HS1RSB4 8 AtdA^ftTftS 5 6 tf 
* h<7>»^fc&>b 9, 1 8, 2 2, 2 5, 3 5#gC0 5 30 

[0 0 8 7]-^ B^^i^a.— yuj8405tf ^ VmftM 
4 8BI1 GB8**t*«^7C^4S4 8 tT^ FOjlGB 

1 &ffl*t5itl^ Ha 1 ifiltttfcs hcoHB 1 

«B4 6^-«W4DES(0l£*«aEfi!c^ia:tft*5W 
14, H»tRSP4 8 A, 4 8B (JJTW, 2-16S 

felons) ^«.«dsr©j;5K<*jE*nTv^s^o*-e*) 

5, 40 
[0 0 8 8] FGtt*l£A>4 714, fcTy 
8 A^ffl*Lfcll*r*0**FBB*«:*«FK 1 fc IT 
BiJrtS. Sfc, 4 8.fc> KOiGB 1 £ FBI&fcMB 
F K 1 ^teW»afP 4 9£<toTGK$ciJ£ASGK 1 
CO— ^5 (Gl, G2, G3) i:LTtB^1-5o £5>MF 
Gi£**£i*W4 7 it, iAi iriiB 1 t<nmx'&m$i 

IHJIfDS 0£®v. ^blC^c^tBTii: OX 1 0 (0Xf4 
l6it£flT) i<Z)W|-e*(lfettttaft5 l SrioTGBB 

»tt*iiGKio-» (G4) tLTaj^-ra. 

[0 0 8 9] DES-SS^^ya-yuSJ 50 
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3 8, 3 9iaoT, Ffg&fcASFK 1 t, iGl, 
G2, G3, G4^b*5GB8*l£*«GKl kitt 
WKi, K3d«#e>ix5. 
[0 0 9 0] DE S-S Si^^^a-;^3 8^ffl^ 
Lfc^WdlKlttSBliea^tSBl ItAAill, DE 
S-SS«^^^-/U»3 9^ffl*Lfc*Pfl«K 314 
»3«P«#ft«Bl 5ICA^£*u5wi:i45 0 4*5, 1$ 
HRWtt*»Lfc*^ D E S 81^ tri/zn — 4 0 # tB 
*Lfcf W«K2l4f5 2flfffl-S-ft»l SMA^SfU !R 
2flftt#{t«l 3CJ;oT, DESlCt5«f«#^HtT 

[0 0 9 1 ] B«iffl«^-Jr ^3.-^684 1 doi^ 

[0 0 9 2] 0 7f4««ffl»^^v ? a.-^SB<7)«^:fi»JS: 

[0 0 9 3] Z<DW&%m*tri/~-^4 1 14. 
^^36^yP7^B5^32f'y h^H£ ITA^I 
U %\ gtfc&SgBl 2^A^£ftS c f 1 F^KK 1 £, 

gS2g«#igsin 4i:A**h5 i fiiiiiKK2tai*t 

[00 94] if, l/^^5 4rt©3 2Cyh(0«C 
0' 14, ^^USlI^lSl 2ffl<&*ffl»KD 1 

(32fyh) t LXm^^H^titlC, i&3fggp 5 
5M£'>7 MH5 5 6l-A^^ix5o 4*5, u^^5 
4f4Uv ? ;*? 3 6 ill]— -CfcoTt ±V\ 

[0 0 9 5) ^IftaS5 5T*ll, 3 2 h<D«C0' 

Kl«»«3HBi 2ffl<0*BB«KS l (l^M t4 

So 

[ 0 0 9 6 ] -^*IB»KD 1 t«t»IH«KS 1 t*»5>^ 

So 

[0 0 9 7] hSP5 6 CA^^ixtT-^ 

SC 1 t LTV^^5 7^te*fi£*i£o 
[0 0 9 8] roStCl' 14, £ 2 MftSQ-agB 1 4 A 
yl^n53 2 try hO*IH«KD2 **3. §£S 
fd&5 8lc*5^T3 2 tf* he r <nt&mu<r)frW&$k 

f>K m2WMDMm 4{cAt)£tiz> 1 \z? h*>*iiMi 

KS 2 fc4S e 

[0 0 9 9] *^*Pfl«KD 2 i^Ffl^KS 2 fc*»fe* 

So 

[0 10 0] a±3i $ «^4r^a-/u»i 6 0*j«;at/» 

fET'*>9, 2, 1 4lCOV*TBMfH- 

So 

[Hft&ss&i 2, 1 4<o«Rg»f^] 0 8 liniaftkaw 

[0 1 0 l ] [WIElic^l-i 5^B**aawi 2, 14 

14, tm&m&6 1 #tew»a?p6 2-66^ a 
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7-7 4 i:, i£iESgB7 5 fc ^f>»j££ixT^ 
5. B&SB6 7-7 4IC«4, H2lC^"f J: 5*H»*i4S 
««Sn-C*J9, A*S:llSl*liJ;0 3E*LTffi*i- 

[0102] £1\ Pta*fk«*»e)©6 4try 

KDA^tt, ftUMEff ttMfflfeBl P) SB6 llCfc^T 
t'y UtefitfSfffriv Z0)&3kjfi8Xy h-3o<758oco 

[0 10 3] 3UJW&B6 l<D&t)(Dih8 t'y b^o-y 
t 4oA>f>i5 3 2 t'y M4-&0**S&SB6 7-70 
lcA;ft$*l$. bfy KT'd >^4oHW 3 

2fc*y HiSMfettSftSfc 6 2-6 6(r*5^T'fra8iKD 

1/KD2) i<ofl£teW»aSi3i^t>it, 
*«>iB»^«»»7 1-7 4lCA^I$n5o 
[0 1 0 4] 7-7 4KI4, 8 tf > h^A^r" 

-^iHTj/KOfiKS (tf^SlKS 1/KS 2) iri5 

Srfflv^fcA*>-*r^1-5ai^f f -^!4 s ai*$^ «tr 
htfO©*^!*, A^tlBI-rom^-^^a^j^tt 

5. -*-**3%«ks*so f-y bcom^atm^m^i 

2, 1 4tt*«6ffl*ttttJfcS. 

[0105] #B&2B6 7-7 4 ^»C>(Oai^liiSfee 

(i£eei P"' ) 7 5KA;>}£*t, ::t-fy MSB* 5 
fffc^fc©*,. 6 4 K-y Y*r-*k LTffi^$H5„ 

[SBi, »3flF8HHfctti l, i 5 ro*fiJc»flO ifclc. 
DES-SS«f-«¥gi LTt§J#£;tx5SS 1 , 
1, 1 5lCol^Tift9H-5. 

[0 10 6] 09J4DES-S S t LTfllfiK^tlfcBfS 

[0107] DES-SSiLtM5ixfcil, f 3 
Bt«-§-fk6Cl 1, 1 514, mGKRVFKfrbKZ'Pffl 
MK lXI4K3l-ft#L-TA^l (64t'-yh) 

u at^-rsps^-xita^i-s. rwptts-JHusi i, 
1 5 1±, mm&mn mmmm i p) sot, as 1 
e>»i 6fk*T0>7 f -*»#ffi8 i~9 6 ft^tes 

SB (*&£B IP) 97 t*>e>«rit*ix-C^5. #x 
-^#$8 1-9 614, Bif-§-{kB8*t LTCOFiiSS 
1 f -9 6 f &U($&ttlft9& 8 1 a- 9 6 a £«xT 

1 g~9 6 gSrfcffi^T^S. 

[0 10 8] ZZX\ Fit8 1 f -9 6 f 14, il#<*> 

1, K 3 <7) 5 FMiSteASSF K i: GMI&8 1 g — 9 
6 g coffin £££ it. Br£0>*#«yi«:fTo-C-t0>£* 
$r#ttWI«afP8 1 a~9 6 alCA^1-S„ 
[0109] #teWS&a?P 8 1 a - 9 6 a 14, 3 2 t' y 
h©Ln (L0-L15) £: F ftg& 8 1 f - 9 6 f <nttj 
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[0 110] Sfc, 1 g-9 6 g(4, 

*#ftyi«:ff5 t>(DT?foO, tpMUKl, K3C0 5*>« 
GiW^iGKtRn (R0-R15) fc 9f 
^O^teaSrftoTJJcSroA^rotffll 3 2 tTy h L n 
+ 1&VFBB*8 1 f -9 6 f ~aa-f 5. 

[0 111] «-S©7 f -^«»»8 1-9 6-CI4ISI** 

toa^^^nso *r»isk©»ttMw<H<>-c«9i-r 

[0112] Bf H-fHfcSS 11.15 iCJo^t , A^l ( 6 
10 4 tr y Y) l4tt»tettSB8 0{c-CteB£ixfc&> 2ol; 
3?##]$ft-C£ffliJ3 2f y hL0i:*«i|3 2 \fy hRO 

[0 113] *1R7*-*«#*B8 llcfe^T. R0I4 
»t^kGH»8 1 gKAflSit. *OTGBB*tHfli4SflHS- 
<t;FM»8 l f [zXJlZftZk HC, S2gf-^I 
#SB8 21C£«3 2 h L 1 t LXtiitl^in^o ~ 
*, L0tt#«lW»Sfbtt8 1 afcA^iV Fga&8 

l f iroW-e»«feWBtafti*SiP)nfc«. f2gf-? 
SI Wm 8 2 3 2 t'y FR1 £ LTtitfjSftS. 

20 [0114] Wi^fli^a^B 1 ®X>ftt>tltz<Dh. 
WT, Si 6giT'Slgil^IO«MlJ)SfTbh 
■5„ mi 6©<Ot±S^)l4ft^teBgB9 7lc4oTfea^tf 
6 4 ify hOffl^iftS. 

[0 115] &{CGia$t8 1 g~9 6 glCfclt-S&ai- 

[0 1 1 6] Hi OI4GBafcWflUSCT«r^-f^D3'^0 

[0 117] -CDGM&8 1 g~9 6 gf4, A^x-* 
t^WL, G|M*l£*:«GKI=^*n5 4oro«Gl. G 
30 2. G3. G4^fflV^c9l^^tToT7 : '-?a3^-r5t> 
(DT-3b-5„ Z<Dtzif>\£, Gffi&8 1 g - 9 6 g (4, Wftfe 
f$fi&a?flg|5 103, 104, 108, s^a^ 10 1, 
10 6, &i/7 VUl 0 5$r<i^Ti/^ 0 

[0 1 18] ^Jo, l^lllC^-t- L 0 ' , LI', L 
2' , L3' , RO' , Rl' , L2' , R 3' 14, ^ 

[0119] rroGia&tcfc^-ctt, 4-fA^J (3 2f 
■y h) 14, 2o(c^^fi|$nTfc{RiJ3 2 fc* y h L 0 ' i: 
40 *I3 2lf^hR0' i!M^n5„ 

[0 12 0] R0' !4^aaSi51 0 1 fttFttfettWlfl] 

gpio4(cA^^n, lo' i4SNteWi^a?pa5 1 o 3 ic 

A^^KS. 

[o i 2 i ] I^aaSBi 0 1 Cti^tR 0' tifirAUG 

i wf^am^ff t>n, SNfthwisafoSB i o 3(ctti^$n 
5. iptewftafpi o 3iciov^Ti4Lo' kwsmmwi 

0 l wtB^ 1 0>#tett»ifna*fTfctu t L l ' 

h 1 0 SICA^ft-S, 
[0122] PflilWSSaSl 1 0 4 lCjo^XI4R 

50 0' iffi*«G2£0#te«HafHiJSfT*?iV -^(75^* 
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ri' Hi&yy hSUi o 5tcA2>£ix5„ 

[0123] hSBl 0 5ld*J^TI4, &±mG 4 

K»til^l4 2o^^tiJLT&ffii|3 2 tTy MSR 2' Id, 
*{W3 2 tfy M*L 2' ift-S, 
{0 12 4] R2' l4!£a^gISl 0 6\Z.AJ]Zri. L 
2' {±SWaWtt«ft»l 0 8liA*Sn5,, IftSBfflSl 

0 6td;fc^TI4R 2' t &*&G 3 WMaSW^fcft, 

[0 12 5] £P>ld, ftj&ftltafaftl 0 8Jd*St^t\ 10 

1 2 ' t wsmm^ i o 6 <oaj2) t w$ft&#j8&afn#tT*> 

ix, GH*©ffl*©;£fl|3 2 t'y hfcfcS. Gg| 
SwttS^)C0^ffl3 2 try M4R2' tfSffiVMbftSo 
[0 12 6] rOGSSCfi^tlt A^)$r^flL^(D 

S & Jf A L T til 71 x - * »tr A l> fc (7? Id L T 

CSS2BSa#{t«Bl 3(7?*B£«)^] Sg2«S*ft«|Jl 3 

14, -wwfcDEsro^-^fctf^aiHfcKairiteft 

S»AFU , *AEffiJS, 1 9 9 3) «»fcBtt$ftTl^ 
5. #J;Llf!I]9|d;^-f DE S-S StDm&frbG 

H&8 1 g~9 6 gaO^Gilt^iGK^S 

ffironflS-^gSg l o <7>€-«f68B l i~i 6#±fEL7d4 
5ld«/££ftiW-f5i:§ld, mxtriSzL-'^l 6ld 
^-x.5^ft$8K<0|*);§:|d4 9, OW^JI 30 

•So 

[0127] £ftStK(4, i4i;^tJ: ? (c, 

-fu ;,y B 1 ~B 5lZ#%l£tiZt><nVh'0 , &ya~y 
9 B l ~B 5 (nftm-frifoi. 9l:iotP5«'i:J: "9* 

[0128] * -f, ~?o yPB 5 W^lC'Wc <tttf 
y h^lCoTJof), -?rro^afP5 5, 5 8iiOWe% 

<^i§-&idi4, iks^o ttuhTwat® 8 t^-ra 

&&ag|5 12, 1 4(d:fclt'58&S15 6 7~7 4 IdiJI^T 40 

B**ya#!*fT$ti5. r©J§£-idi4, rswhuiio 

14, H3lC*Ht6iHfc***-Ki d© 
DES-SSXI4M ^DES 

tiot, 4 9&fk£ixfc8£^{k^im£ft5o 
[0129] &ld, 7'a y^Bl ^ibyp y y B 5 tOgl 

2 5 6 try moBt^fkT/i'rfy x^t LTttfflsn 

So 

[0 1 3 0] K&ffl&*yv>=.-A'8|S4 1 iCA^I 50 
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ZtlZ 3 2 tfy h<Dm7v y 7 B 5 OAA t' y h^i"^ 
T0T-fe5#^lCI4^SfP5 5, 5 8©HMj-C*>5«K 
Si50IC/<c5fc*, g^SSBl 2S.LF1 4|CJoltSS 

Kl. KK2ld4oTI4, fi^SSBl 2Ml 4 Id Jo 

t^-c, a^j <t p-«f- * # £ tim^m&frnfrti 

[oi3i] em&agBi 2&u<i 4i^-cfi«K*i«tT 
*>*i5i§£-idi4, Bta^Si oi4ii3jcfc»tss:^* 

r, MidAftttidifc^-fSo 

[0 13 2] S-f, 0 4Jc:t5V>r, 7*n y y B 1 tlH— 
£DF*J^£;/n y y B 2 S.t>*B 3 IdA^S d £ Id 4 9 , 
DES-SSi^^y^-;wSf3 8W3 9l4 II, 
m 3 B£«-§-<kSl5 1 1 , 1 5#DE SBg-^k*- KifcS 

ns^k^a^tf 5*raasr*fi£i-5. *i. sg3nr«# 

fkSSll, 1 5ASDES*-Ktd^5fc«)(dl4, El 9 Id 
5 G M&A ffl* #ts«£* £ tttiti 4 V \ - <Dfi« 
^&I4, Ell Old*i-GM»®aidiJ^T, SAHG1 
~G4^9f^roA*lc^tH4Hm*n5. 
[0 13 3] rrot#, ffip^k^fi^i LTI4. /a 
yy B 1 |CA^$^fc«tfy HC453? 1 Bf«^{kSP 1 
1©DES Bg-SHk £ , X p y y B 4 Id Xtl $ f y 

Md£*SR2iWHkgin 3roDEs{s^©«aat<t 

•9,56 t'y 2•oco|i?^ffl^^fc h U 7"/UDE 

[0 134] dCO^-g-IC, Sbl^oy^Bltyny 
y B 4 lc|H— wrtS5rfflV\ ^°7^B2iB3©v^f 

m-Mt'D'^b i £i^-<ortSidis:^:i-5r tic 

4 0, DES-SS£©S**-Kt d. 
HI4, /oy^ B l km-ft®&AjrfZ>W<r>9$'&^t 
SB1 1X141 5^DES*- KT'Blf^LT, &2Bg?g-t 
fkSPl 3C04Q:a£^+ V-lr^-rsfcJt). ^irLTDE 
S-S S^- K<0^O*asaJ5*»P)-C«>5. 
[0135] rrotf, 0*Jilf ^ y B 3 £yn ^ y 
B 1 tl^-©rt^£-t-6£. B£-*Hk$£gl 0±fls£ LT 
14, ^oy^B 1 £B2*-tix-pnt£*<EltLfcm*S: 
^-g-Lfc 1 2 8 t'y h <OM&At) it5DES-SS £ 

i^-wftiartsttSo 

[ o i 3 6 ] ±atLfc4 o ic *wn<o%mmm\m 

Zt%'&%mmi$. 2 5 6 tfy h©*flMlKS:5oO^D 
y y ld^» L, &7*u y 7 «*S:ffl^ri^KW<£*ia]« 

e>-f, an, m2em^agi5i2, h©^ 

fflWffi, SO 5 , mi, ^2, S3Bf«^{kSBl 1, 1 

3, 1 5ro»fls*-K»j£as-c#5lt**±j£u :h 

ld4oT^g±»:(0|l)^^- KSrlMW-fSJ: 5 Id Lit <n 

[0137] +t£t>*>*nnmi&-?ft. «««K©rts 
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T't, DES, Hi^DES. DES-SS©t^t 

& tM*** t $ * 5 r £ /6 s T* # -5 . 
(»W©JB3©JI«©JBffi) #Hl£Jgl6l±, ^2coHiS 
JBtglcfcrtilBi , IS 3 ata^-ftge l l . 150GBI« 

[0 13 8] Ell Hi*|gPJcom3(0||Jg^jilC#.5at 

•3 , Bl-BlOi BI-8IS»lil4BI-W*S:f* LTRW 10 

[0 13 9] rWBta^ai 014, dll IC^-rj; 5 
IC. »1, IS3«ftS*{k»l 1. 1 1 g~ 

9 6 gicfci^-c, wsmmi o i -^tewafesfp i o sm 
ica&ge 102, fssa 1 0 6 ~#«i&«ja&gfp 1 0 8 ra 
kumbi 0 7 3»sffA*n5te, ^2commwmtmm. 

5Git8 1 g~9 6 gfiifrSriaiDES-S SCOGM 
8cil4gft5t>ro-c-&9, DES-SSfflroGlitj) 5 ! 
JE£ti1Zt><OX't>Z a 20 
[0140] B&£& 1 0 2, 1 0 7 II. M#0>— &tt*5 

[0 14 1] croj:9l-«*$ixfc*lll6JK*»8ta* 
ttJD£ftfc8&SBl 0 2, 1 0 7gB^lCO^TJ4J£lTro 
[0 14 2] £-f, B&SBl 0 2lC*>^-tl4, SUSHI 1 

[0 14 3] Sfc, B&gfll 0 7|£j3^TI4. !»Sf8l 

a*tt, a&su o 2o*^iiBi*j-«*ati--c«** 

[0 14 4] *&Nffl$1g£>GH%8 1 g~9 6gm 
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